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Abstract—Preventive actions such as intentional islanding are a
promising way of effectively improving power grid resilience and
mitigating the propagation of cascading faults caused by extreme
weather events. However, the stochastic nature of weather and
uncertainty in weather forecasts make the decision on whether
to apply a preventive action difficult. This paper presents a novel
decision strategy that utilizes the probabilities provided by en-
semble forecasting to decide whether to apply a preventive action
prior to an extreme event and to identify the most cost-effective
preventive action. This probability-based strategy is compared to
traditional decision strategies that either only consider the most
likely weather prediction or the most severe. The application of
the proposed probability-based decision strategy to the German
transmission network in combination with preventive islanding
shows significant cost reductions and underlines the benefits of
ensemble forecasting to boost power grid resilience.

I. INTRODUCTION

Weather-related power outages have become more frequent
and severe in the last decades [1]. With climate change,
extreme weather events, such as hurricanes or flooding, are
likely to occur more often in the future [2]. Additionally,
many strategies that aim to reduce carbon emissions, e.g.
electrification of heat and transport, lead to a higher utilization
of the power network, and add additional stress on the network,
while at the same time increase our dependency on electricity.

Traditionally, network operators ensure reliable operation
of the power network by enforcing deterministic reliability
criteria [3]. The N-1 criterion, for example, states that any
individual fault of a network component must not cause
any power outages. However, during extreme weather events,
multiple components can fail simultaneously, often within
short time spans. For instance, Hurricane Sandy in 2012
is reported to have caused an N-90 contingency in the US
[4]. Deterministic reliability criteria are therefore neither pre-
dictable nor sufficient to prevent widespread blackouts caused
by rare but extreme events, and would require excessive and
uneconomical safety margins in order to reach satisfying levels
of power grid resilience. Probabilistic approaches, instead,
take the stochastic and probabilistic nature of extreme events
into account [5]. Building on such knowledge, preventive
actions, such as preventive islanding [6]–[9], can help prepare
the network in face of an upcoming event by utilizing the
capabilities of a modern smart grid and reduce the risk of
outages [10], [11].

Following a probabilistic risk assessment of the network,
the network operator has to decide on a specific strategy
or set of strategies to apply. Many aspects influence this
decision-making process, such as the network topology, the
availability of generators, the failure probability of the network
components, and the weather forecast. Often, these aspects are
not fully known and come with an uncertainty. Sources of
uncertainty include weather predictions, load forecast errors,
monitoring errors, and physical system parameter estimation.
However, uncertainties can often be quantified. In weather
forecasts, ensemble forecasting is used to identify the range
of possible outcomes and assign probabilities. Uncertainties
can then be used to support the decision-making process.
Ensemble forecasting is already being widely investigated for
flood protection [12], and probabilistic forecasts can lead to
better decisions in flood protection [13].

In the field of power networks, ensemble methods have so
far mainly been investigated to improve the forecasting of
solar and wind power generation [14], [15]. In the context
of power grid resilience, studies up to now are mainly based
on the most likely (mean) or the most severe (max) weather
prediction [6], [10], [11], [16]. However, the benefits provided
by ensemble forecasting can also be utilized to enhance
power grid resilience. This paper presents a novel strategy
that supports decision-making under uncertainty by utilizing
the probabilities provided by ensemble forecasting to decide
whether to apply a preventive action prior to an extreme
weather event. The decision strategy also identifies the most
cost-effective preventive action, where cost-effectiveness is
measured using the cost of pre-event demand management
and the cost of lost loads during any outages that might occur,
using the Value of Demand Response (VoDR) and Value of
Lost Load (VoLL) respectively. The probability-based decision
strategy is compared to two traditional decision strategies
that are either based on the mean or maximum weather
prediction. The capability and benefits of the proposed process
are demonstrated on the German transmission network.

II. METHODOLOGY

In the following, the probabilistic and cost-based deci-
sion strategy using ensemble forecasting is introduced, the
preventive actions used in this paper are described and the
methodology for modeling events and outages is presented.



Fig. 1. Ensemble forecast of Hurricane Irma in 2017 showing the probability
of different tracks during the next 10 days [17].

A. Ensemble Forecasting

Ensemble forecasting combines the results obtained by
changing the initial conditions that feed into a weather pre-
diction model or by combining different weather prediction
models. The aim is to account for errors caused by imperfec-
tions in either the input data or the model formulation. Instead
of giving a single predicted future state of the atmosphere, this
leads to a range of possible outcomes, or ensemble members,
and can assign probabilities for each possible outcome.

The ensemble forecast illustrated in Fig. 1 from 2017 shows
the probability of different tracks Hurricane Irma might have
taken during the next 10 days. Ensemble forecasting adds
valuable information to a single or mean forecast as the range
of possible outcomes and their probabilities can be considered
in decision making processes.

Ensemble forecasts like the one shown in Fig. 1 are complex
to formulate and involve many parameters. Hence, in this
paper, a simplified representation of an ensemble forecast is
used as an input to the decision-making process. An ensemble
forecast of a weather parameter during an event e, for instance
the wind speed, is given by the weather parameter function
we(r), that gives the ensemble mean of this weather parameter
at location r ∈ R, and the probability pe ∈ [0, 1] that we(r)
is exceeded by δwe. By doing so, the understandability of the
methodology is increased while still grasping the key features,
i.e. knowing the probability and extent to which a forecasted
parameter can vary from the mean.

B. Decision Theory

Decision theory aims at identifying the optimal decision,
particularly in the presence of uncertainty. An exemplary
problem often discussed in literature looks at a flood retention
basin, whose gates can be opened to prevent damage to a
downstream town [13]. However, opening the gates will incur
compensation payments to farmers for flooding their land. The
question to look at is what conditions need to be fulfilled
to justify opening the gates. The problem can be directly

TABLE I
EXEMPLARY DECISION MATRIX WITH POSSIBLE OUTCOMES OF AN EVENT.

no action preventive action
no event no cost pre-event load shedding

event high compensation
for lost load

pre-event load shedding and
low compensation for lost load

transferred to a power network. Consider Table I, which lists
the possible outcomes a network operator faces in case of a
severe event. Prior to the event, the operator can choose to
apply a preventive action, such as islanding the area affected,
requiring some pre-event load reduction or demand response
(DR). Applying the preventive action reduces the impact of
the following event, e.g. by preventing the propagation of
cascading failures, and thus the compensation for lost load
is limited. If the operator chooses to do nothing, there is no
pre-event DR, but they will be liable to a high compensation
due to a large lost load in case of a cascading failure.

If the network operator is certain about the upcoming event,
the decision is trivial. If nothing is about to happen, they
should not do anything. If something is about to happen, they
should apply a preventive action. However, in practice the
situation is more complex. Whether an event actually happens,
e.g. whether the wind speed in an area exceeds the maximum
wind speed the components are designed for, is unknown and
only a probability for this to happen can be given. Additionally,
the actual impact of an event, e.g. the transmission lines that
are going to be damaged, is generally a probabilistic process,
so the lost load can also only be estimated beforehand. These
uncertainties consequently need to be included by the network
operator in their decision making.

In decision theory, following the considerations of Bernoulli
and the Von Neumann-Morgenstern utility theorem [18], the
choice whether to apply a preventive action or not leads to
different lotteries. Each lottery can be assigned to a expected
utility, which gives a measurable preference of an outcome.
Many aspects can be included in the expected utility, such as
the lost load Plost and the amount of pre-event DR PDR, with
the corresponding Value of Lost Load (VoLL) and the Value
of DR (VoDR), respectively. VoDR is an economic indicator
for the estimated amount that customers would receive as
a compensation for participating in the DR, which can be
used for balancing demand and supply on the customer side.
Further aspects that can be included are the number and type of
customers affected, the outage duration or regional differences.
The expected utility of action α used in this study is

EαΩ = PαDR · VoDR +
∑
ω∈Ω

peω · Pαω,lost · VoLL, (1)

where Ω is the set of all possible event outcomes, e.g. the
range of wind speeds in the forecast, and peω and Pαω,lost are
the probability and the expected lost load of event outcome
ω after preventive action α, respectively. In addition to the
scenario described in Table I, (1) can consider more than two
event outcomes and thus addresses the additional information
provided by ensemble forecasting. Note that Pαω,lost is a lottery



itself, because even for a specific event outcome, the lost load
can only be estimated, as aforementioned. In this study, a
Monte-Carlo approach as described in [9] is used to calculate
the estimated lost load for an event outcome.

C. Preventive Actions and Decision Strategies

The decision on whether to apply a preventive action or
not is done by choosing the action α that minimizes the
expected utility EαΩ. The available actions and event outcomes
to consider depend on the decision strategy. Possible actions
investigated in this project are:
• no action - the network remains unchanged
• islanding(ω) - the vulnerable area affected by the upcom-

ing event is islanded (cf. Section II-G). The vulnerable
area depends on the weather forecast and thus differs for
different ensemble members. The ensemble member, for
which islanding is done, is indicated in brackets.

It should be noted that the methodology is not limited to
to islanding as a preventive action and can be extended to
include further preventive actions, such as security-constrained
dispatch or unit commitment [11].

The following decision strategies are investigated here:
1) MEAN strategy: This traditional decision strategy is

based on the ensemble mean, i.e. the event outcome that is
most likely to happen, and thus only considers we.

α ∈ {no action, islanding(we)},
Ω = {we}

2) MAX strategy: This traditional decision strategy is based
on the ensemble member with the worst possible outcome, and
thus only considers we + δwe.

α ∈ {no action, islanding(we + δwe)},
Ω = {we + δwe}

3) PROB strategy: The proposed decision strategy is based
on the probabilities provided by the ensemble forecast, and
thus considers we, δwe and p.

α ∈ {no action, islanding(we), islanding(we + δwe)},
Ω = {we, we + δwe}

D. Decision-Making Process

The decision-making process used in this study consists of
the following steps, that are the same for all decision strategies
(MEAN, MAX and PROB).

1) Prior to an event e, an ensemble forecast, represented
by we, δwe and pe, is obtained, as introduced in II-A.

2) Given α and Ω for the chosen decision strategy, the
required demand reduction PαDR is calculated and the
lost load Pαω,lost is estimated for each considered event
outcome Ω and action α using the Monte-Carlo approach
described in II-H.

3) The expected utility EαΩ of each action considered by
the chosen decision strategy is calculated using (1).

4) The action with the lowest expected utility is selected.

E. Network Modeling

A network is described by a graph-like pair (N,Λ) of nodes
and lines. Loads and generators can be present at every node
n ∈ N , and are fully dispatchable, as it would be possible
with the implementation of demand-side management. This
means that the actual amount of demand and supply at each
node can be set arbitrarily, as long as it does not exceed their
maximum load or generation capacity, respectively. However,
it is shown in Section III-C that the necessary amount of
demand-side management is within the technically feasible
DR capacity of approximately 10% of the peak load [19],
[20]. The geographic position of each node is described by
its coordinates rn = (xn, yn). These coordinates are later
used to identify which areas are exposed to an event, as
the event can obviously affect different areas in the network
differently. For each line (n,m) ∈ Λ, connecting buses n
and m, the maximum power rating and the length Ln,m are
given. The course of a line is described by a path function
γn,m : [0, Ln,m] → R2. The path function can be a straight
line or any other non-closed path.

The model only considers active power flows and neglects
network losses, power system dynamics and transient behavior
during switching as well as synchronization between nodes
and islands before connecting. The protection system in the
network is assumed to be capable of changing network topol-
ogy, loops, and reverse power flows.

F. Failure Probabilities

Here, the impact of wind storms on the power grid is
analyzed, but the methodology can be applied to other hazards.
Structural failure probabilities for overhead lines are obtained
from fragility curves (Fig. 2), that give the failure probability
of a component or line segment for a given environmental
parameter, such as the wind speed in this work. Given the
length Ln,m of a line (n,m) connecting buses n and m, the
total failure probability of the line for event outcome ω is

pn,m(ω) = pLn,m(ω) + pTn,m(ω)− pLn,m(ω) · pTn,m(ω), (2)

where pLn,m and pTn,m are the failure probabilities of the
entire line and all towers in the line, respectively. It is now
assumed that the failure of any tower or line segment in a
line leads to a failure of the entire line. Instead of summing
up the failure probabilities of all possible combinations of line
segments or towers, the probability of the complementary case,
i.e. when there is no damage at all and all line segments
and towers survive, is calculated. This survival probability
equals the product of all individual survival probabilities. With
nn,m =

Ln,m

100 km
the number of line segments in line (n,m),

pLn,m can thus be calculated by

pLn,m = 1−
nn,m∏
i=1

(1− pL(vw(γn,m(i · 100 km))), (3)
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Fig. 2. Fragility curves [6].

where pL is the line fragility curve and vw(r) is the wind
speed at r. (3) can be transformed into a continuous expression
via a geometric integral:

pLn,m = 1− exp

∫
γn,m

log
(

1− pL(vw(γn,m))
1

100 km

)
ds. (4)

Likewise, with pT the tower fragility curve, Tn,m the set of
all towers in line (n,m) and rTi the position of tower i, pTn,m
can be calculated by

pTn,m = 1−
∏

i∈Tn,m

(
1− pT (vw(rTi ))

)
ds. (5)

G. Isolating a Vulnerable Area, Calculation of DR

The ”flexible constrained spectral clustering” algorithm pre-
sented in [21] is used to combine the vulnerable components
of a network in an island and isolate it from the remaining
network. Spectral clustering is widely used in the literature
for islanding power networks [6], [8]. In contrast to traditional
spectral clustering, ”flexible constrained spectral clustering”
accepts an N × N constraint matrix Qω , defining the pref-
erence of buses to be connected with or disconnected from
each other. Qωij > 0 favors buses i and j to be connected,
whilst Qωij < 0 disfavors buses i and j to be connected. Here,
Qω is built using Alg. 1 once the failure probabilities for all
lines in the network for outcome ω are known. Lines with
failure probabilities exceeding a threshold ptr are classified
as vulnerable. All buses connected to a vulnerable line are
classified as vulnerable. All remaining buses are classified as
safe. Qωij = −1 if i is a safe bus and j is a vulnerable bus, or
the other way round. For all other combinations, Qωij = 0. Q
thus prevents the connection of safe and vulnerable buses.

Algorithm 1 Constraint Matrix
1: Determine the set of vulnerable lines
Lωv =

{
(n,m) ∈ Λ|pωn,m ≥ ptr

}
.

2: Determine the set of vulnerable buses
Nω
v = {n,m ∈ N |(n,m) ∈ Lωv }.

3: Determine the set of safe buses Nω
s = N \Nω

v .
4: Set Qω = QA +QB − 1 with

QAij =

{
1 if i, j ∈ Nω

s

0 otherwise
and QBij =

{
1 if i, j ∈ Nω

v

0 otherwise
.

Once the constraint matrix Qω is known, ”flexible con-
strained spectral clustering” is applied [21]. This returns

clusters of buses, representing the new islands, so that both
the requirements set out in the constraint matrix as well as
minimizing the load exchange between islands are fulfilled.
Clusters are transformed into an updated network topology,
opening lines between different clusters. The interrupted load
exchange between islands causes a reduction of load supplied,
calculated by an optimal power flow (OPF). The required DR
PDR is the difference between the total supplied load before
and after islanding.

H. Calculation of Lost Load

For each possible event outcome, the estimated lost load
Pαω,lost is calculated using a Monte-Carlo simulation over S
scenarios, as described in [9]. The failure probability of the
lines in the network for a specific event outcome can be
calculated using the approach shown in Section II-F. Each
scenario comprises a set of lines damaged by the event.
The set of damaged lines in scenario s is thus determined
by comparing pωn,m of each line with a random number
rsn,m ∈ [0, 1], which is sampled from a uniform distribution
and generated for each scenario and line individually, so that

damageds =
{

Λn,m | pωn,m > rsn,m
}
. (6)

Damaged lines that are no longer operational can lead to
overloading of parallel routes, and are tripped by the protection
system. At worst, this triggers a cascading failure and leads to
disintegration of the network. Cascading failures are simulated
by calculating the power flow (PF) after deactivating the
damaged lines, retaining the load and generation at all buses.
If the network is split into isolated sections, this is done for
each section individually. If the PF does not converge, loads
and generators can reduce their input and output power, respec-
tively, by a dispatch tolerance, until an equilibrium between
demand and supply is reached and the PF converges. The
dispatch tolerance represents the flexibility of generators and
loads to ramp up or down before being tripped. If the power
through a line exceeds its rating as defined in II-E, the line is
tripped and a new PF is calculated. This process is repeated
until no more lines exceed their rating. Pαω,lost is then calculated
as the mean of the lost load of every scenario s. Further
details and a sensitivity study of the parameters influencing
the cascading failure model are provided in [9].

III. CASE STUDY APPLICATION

In this section, the decision-making process given in Sec-
tion II-D is demonstrated for all decision strategies introduced
in Section II-C. Each decision strategy is applied to 100 ran-
domly created events, and the mean cost resulting from each
decision strategy is calculated per outage hour. Pαω,lost for each
event outcome and action is averaged over 40 scenarios. These
numbers have been shown to lead to sufficiently converging
results and to eliminate statistical errors. For larger networks or
events, these values might have to be increased. It is assumed
that preventive actions are applied just before the outage.



A. Test Network

The methodology is demonstrated on the German transmis-
sion network as provided by the SciGRID project [22]. Loads
and generators are taken from snapshots provided by PyPSA
[23], however loads are scaled up to a total load of 80 GW
to match the peak demand in Germany and simulate a highly
stressed network. The network is reduced to high and extra
high voltage levels, consisting of 489 buses and 825 lines.
Lines are assumed to form straight lines between buses and
towers are assumed to be 300 m apart from each other. PFs
are obtained using the MATPOWER 7.0 toolkit [24].

B. Event Modelling

The modeled events are windstorms with a circular extent,
a random event center and a random radius between 0 and
250 km. These arbitrarily selected properties demonstrate the
capability of the methodology, but any other properties can be
used. The weather parameter we (in m/s) considered by the
outcomes of the ensemble forecast is the wind speed.

C. Mean Cost per Event

First, the mean cost per event for wind storms with in-
creasing we and a probability pe = 0.2 to exceed this value
by δwe = 5 m/s for the three different decision strategies is
calculated. These are initial values that have been chosen for
demonstration purposes. A value of 10,000 e/MWh is used for
VoLL, which is reported as a general estimate for Germany,
considering residential and industrial customers [25]. VoDR
is set to 400 e/MWh, which is currently the upper limit of
the unit price for DR following German regulations [26]. The
results show that for larger we the expected cost per event
increases, as the event becomes more severe (Fig. 3). Note
that the cost due to DR is substantially less than the cost
due to lost load, and does not significantly change with we.
The average DR is around 2.6 GW (not shown in the figure),
which is around 3.3% of the peak capacity and thus within
the reported technically feasible DR capacity of around 10%
(cf. Section II-E). The MEAN and MAX decision strategies
lead to similar expected costs per event for we ≥ 35 m/s. The
PROB decision strategy causes the lowest expected costs for
all we, with values between 2% and 14% less than the MEAN
decision strategy, but with decreasing benefit for larger we.

The decreasing benefit can be attributed to the decreasing
ratio between maximum and average wind with larger we. To
demonstrate this, the mean cost per event for wind storms
with we = 30 m/s and a probability to exceed this value
by δwe of pe = 0.2 is calculated. Now, the MAX decision
strategy always leads to the highest expected costs (Fig. 4).
The PROB decision strategy leads to the lowest expected costs,
with values increasing from 13% to 16% less than the MEAN
decision strategy for larger δwe.

Lastly, the mean cost per event for wind storms with
we = 30 m/s and increasing probability pe to exceed this value
by δwe = 5 m/s is calculated. The expected cost per event
increases for higher pe, as the likelihood of higher damage
increases (Fig. 5). Independent of pe, the expected costs when
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using the PROB decision strategy is the lowest, with values
around 10% less than the MEAN decision strategy.

These results show significant cost reduction when fol-
lowing the PROB decision strategy, particularly when the
uncertainty, i.e. δwe or p, is increasing. This can be attributed
to the PROB decision strategy being able to select from more
possible preventive actions than the traditional decision strate-
gies, and selecting the action that minimizes the estimated
cost of each event based on the probabilities and outcomes
provided by the ensemble forecast.
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D. Sensitivity Study for VoDR and VoLL

As VoDR and VoLL are two influential variables in (1)
affecting the output of the proposed decision-making process,
next the impact of these variables is analyzed in a sensitivity
study. Only the PROB decision strategy is considered now.
With increasing VoDR while keeping VoLL constant, the
decision to apply no preventive action is made more often
(Fig. 6a). At the same time, the decision to island the network
is made less often. This matches the expectations as increasing
VoDR increases the cost of pre-event DR.

When increasing VoLL while keeping VoDR constant, the
decision to island the network is made more often (Fig. 6b).
This also confirms that preventive islanding generally reduces
the amount of lost load, and highlights the importance of
preventive actions with increasing VoLL, as it is expected
when the dependency on electricity increases in the future.

IV. CONCLUSION

This paper presented a novel decision strategy that utilizes
probabilities provided by ensemble forecasting to decide on
whether to apply a preventive action prior to an extreme
weather event and to identify the most cost-effective preventive
action. The process has been demonstrated on the German
transmission grid under peak load conditions and using is-
landing as a preventive action. Results show that under all
investigated conditions the probability-based decision strategy
leads to significant cost reductions compared to traditional
decision strategies ignoring the capabilities of ensemble fore-
casting. This underlines the benefits of ensemble forecasting
to boost power grid resilience and can be directly implemented
by network operators. Future work by the authors will assess
further preventive actions via the proposed methodology.
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